
Information Technology Solutions
POSITION DESCRIPTION

POSITION TITLE:  Systems Administrator 

REPORTING RELATIONSHIP:

Reports to and works under the direction and supervision of the Manager, Infrastructure & Systems, Information Technology Solutions.

PURPOSE & SCOPE OF THE POSITION:

The System Administrator supervises the operation of a computer network for an organization and makes sure that server’s function properly, allowing customers and employees to communicate with each other, coordinate their actions and take care of essential tasks. The System Administrator’s day-to-day activities often vary, from helping new users get started to looking for threats or errors on the local network to upgrading software. 

The role will provide operational support and technical assistance to the Manager, Infrastructure & Systems, Information Technology Solutions related to the implementation of the goals and objectives of the Six Nations Information Technology Solutions Department, while working within the policies and procedures established by Six Nations of the Grand River Elected Council. 

KEY DUTIES & RESPONSIBILITIES:

1. TECHNICAL FUNCTIONS
· Administration of Office 365, Azure, Active Directory, Intune/MDM/Autopilot
· Setup, restore and manage backups.
· Provide expert knowledge of server computing (Windows & Linux Servers), virtual environments (VMWare ESXi & V Center), and cloud-based infrastructure and serve as a subject matter expert to peers and management .
· SQL Server / Database – Upgrading, troubleshooting, clustering etc.
· Installation of software, upgrades, security patches, adhering to our internal patch policy and performing quality assurance of all updates or changes before they are approved for production.
· Assume ownership and respond to incidents, problems, perform root cause analysis and implement improvements to maintain service performance for all users.
· Forecasts requirements for hardware and software or operational changes based on performance monitoring and capacity planning to make sure the systems have sufficient resources.

2. ADMINISTRATIVE FUNCTIONS
· Gathering data and analyzing business and user needs, in consultation with both business managers and end users 
· Analyzing complex business problems and assessing how automated systems can be implemented to solve them  
· Evaluate and recommend security improvements and system upgrade

3. COMMUNICATION FUNCTIONS
· Ensures that SNGR Information Technology Solutions reflects a high degree of professionalism in all communications, interactions and system processes.
· Liaise and interact with external agencies and organizations, as directed.
· Liaise with other community service agencies and the general public, on behalf of the Six Nations of the Elected Council, as directed.
· Exercise discretion and sound judgement in responding to public inquiries for assistance and/or information.
· Maintains working knowledge of the Six Nations Employment Policy, to support the Manager, Infrastructure & Systems, Information Technology Solutions and the Information Technology Solutions team, so that staffing matters are handled according to the policy, on a consistent basis.

4. OTHER FUNCTIONS
· Other duties as assigned or deemed necessary as relates to the position.

WORKING CONDITIONS:

Work has a high degree of contact with employees of Six Nations of the Grand River Elected Council and the community, as related to the Six Nations of the Grand River organization.  High degree of technical of accuracy required and is subject to multiple deadlines and interruptions.

WORKING RELATIONSHIPS:

With the Manager, Infrastructure & Systems, Information Technology Solutions
· Receives direction, guidance and encouragement, discusses plans and priorities regarding Information Technology Solutions issues and operations.
· Obtains direction when unclear of procedures.

With other Staff
· Maintains professionalism, cooperation and provides operational guidance for all staff, respecting the lines of authority.
· Works cooperatively, provides information and assistance, as required, with courtesy and teamwork.

With the General Public
· Represents and promotes Six Nations of the Grand River Elected Council’s interests, relative to Information Technology Solutions.
· Is professional, courteous and helpful, following the Customer Service Policy.

KNOWLEDGE AND SKILLS:

Minimum Requirements:
· Bachelor’s degree in computer science or information technology with 3-5 years of related experience is required. 
· Microsoft certification considered an asset
· 2 years or more experience with VM/Cloud/SQL
· Good communication and teamwork skills
· Aptitude for customer support
· Hands-on technical troubleshooting capabilities
· Ability to work independently, under minimal supervision
· Familiarity with server management and monitoring tools
· Exceptional diagnostic, critical thinking and problem-solving ability
· Proficiency with scripting languages
· Strong interpersonal skills to assist non-technical individuals with complex technical issues

Other Related Skills:
· Government experience
· VMWare Certified
· SQL migration
· Understanding of MS technologies in a hybrid environment. Must be proficient in both On Prem and Cloud technologies

IMPACT OF ERROR:

Errors in judgement and in the conduct of duties could lead to loss of credibility, poor public relations, confusion, duplication of effort and misinformation being given to staff, other departments, Six Nations of the Grand River Elected Council, government agencies and the public.

CONTROL:

Guiding principles set by the Information Technology Solutions Department and the Six Nations of the Grand River Elected Council.

Must work within the Policies and Procedures established by the Six Nations of the Grand River Elected Council.
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